Criptografie si
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Continut 6

e Securitatea comunicatiilor
— Securitatea comunicatiilor web

— Protocoale de securitate
e SSL TLS HTTPS SSH

* Securitatea retelelor fara fir
— Securitatea comunicatiilor wireless
— Securitatea dispozitivelor mobile
— Retele wireless locale - IEEE 802.11
— Standardul de securitate wireless - 802.11i
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Securitatea comunicaiilies ﬂ

e Securitatea comunicatiilor web

— Protocoale de securitate
e SSL
e TLS
 HTTPS
* SSH
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Securitatea comunicatiilien WO

* Amenintari de securitate web
e Securitatea traficului web

* Protocoale de securitate web
— SSL — Secure Sockets Layer
— TLS —Transport Layer Security
— HTTPS — HTTP over SSL
— SSH —Secure SHell

* Securizarea componentelor (client, server, cod web)
 Compromiterea unui server web permite accesul in retea

Utilizatorii, de regula, nu cunosc riscurile de securitate si

nu au instrumente de protectie
RCC - CSC



Threats Consequences Countermeasures
Integrity » Modification of user data * Loss of information Cryptographic
checksums

* Trojan horse browser
» Modification of memory

= Modification of message
traffic in transit

» Compromise of machine

» Vulnerability to all other
threats

Confidentiality

» Eavesdropping on the net
# Theft of info from server
® Theft of data from client
# Info about network
configuration

» Info about which client talks
to server

* Loss of information
* Loss of privacy

Encryption, Web
proxies

Denial of

Service

= Killing of user threads

» Flooding machine with bogus
requests

= Filling up disk or memory

# [solating machine by DNS
attacks

» Disruptive

» Annoying

* Prevent user from getting
work done

Difficult to prevent

Authentication

* Impersonation of legitimate
users

® Data forgery

* Misrepresentation of user

+ Belief that false information
is valid

Cryptographic
techniques
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Niveluri de securitate

* Elemente de securitate in stiva de protocoale TCP/IP

— Nivel retea (IPSec - IP security)
— Nivel transport (SSL, TLS)
— Nivel aplicatie

HTTP FTP SMTP S/MIME
HTTP FTP SMTP SSLor TLS Kerberos| SMTP | HTTP
TCP TCP uDpP TCP
IP/1PSec P 1Y
(a) Network level (b) Transport level ic) Application level

RCC - CSC 6



SSL - Secure Sockets L

e SSL - Secure Sockets Layer
— Unul dintre cele mai folosite protocoale de securizare
— Serviciu de securizare

— Implementat ca un set de protocoale pentru stiva TCP
* Transparent (parte a unui protocol inferior din stiva)
 Embedded (inclus in diferite aplicatii — server web, browser)
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Arhitectura SSL

* Utilizeaza stiva TCP pentru activarea de servicii securizate

e 2 niveluri de protocoale

— 1 protocol la nivel de baza
e SSL Record Protocol

furnizeaza servicii de securitate
la nivelurile superioare

SSL Alert
Protocol

— 3 protocoale la nivel superior
* Handshake Protocol
e The Change Cipher Spec Protocol
e Alert Protocol

RCC - CSC 8



Concepte SS

— Sesiunea SSL
e Asocierea dintre client si server
e Sesiunile sunt create de Handshake Protocol

e Defineste un set de parametri criptografici ce pot fi partajati la nivelul mai
multor conexiuni

Folosite pentru a evita negocierea parametrilor de securitate pentru
fiecare conexiune

— Conexiunea SSL
e Sesiune de transport ce ofera o anumit tip de serviciu
e Conexiune punct la punct
e Conexiunile sunt tranzitorii
* Fiecare sesiune este asociata cu o sesiune

RCC - CSC 9



SSL Handshake

Stari SSL

e Parametri specifici starilor sesiune

Identificator de sesiune (secventa de identificare aleasa de server pentru
identificarea unui status de sesiune activa sau reutilizabila )

Certificat (certificat X509.v3, poate fi nul)

Metoda de compresie (algoritm de compresie, inainte de criptare)
Specificatii de criptare (algoritmul de criptare — null, AES, etc. )
Cheie master (cheie secreta, partajata intre client si server, 48 byte)

Indicator reutilizare (daca sesiunea poate fi utilizata pentru a initializa noi
conexiuni)

RCC - CSC 10



SSL Handshake

Stari SSL

e Parametri specifici starilor conexiune

|dentificator server/client aleatoriu (secventa de octeti aleasa de client si server
pentru fiecare conexiune)

Cheie MAC server (cheie secreta utilizata in operatiile la nivel MAC asupra datelor
trimise de server)

Cheie MAC client (cheie secreta utilizata in operatiile la nivel MAC asupra datelor
trimise de client)

Cheie server (cheie de criptare pentru datele criptate de server si decriptate de
client)

Cheie client (cheia de criptare simetrica pentru datele criptate de client si decriptate
de server)

Vectori de initializare (mentinut pentru fiecare cheie sau secvential, preluat de la un
bloc de criptare la urmatorul)

Numere de secventa (maxim 2464 - 1)
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SSL ReCord

* Furnizeaza 2 servicii pentru conexiunile SSL
— Confidentialitate
Se defineste o cheie secreta partajata, utilizata pentru criptarea SSL

— Integritatea mesajului

Se defineste o cheie secreta partajata, utilizata pentru formarea
unui MAC - Message Authentication Code

RCC - CSC 12



Application data

) y - . Operatii
Fragment - Fragmentare
- — Compresia
r
o (222 — Asociere MAC

N
Add MAC YN — Criptare
A — Asociere

s antet
Append 55L RPN
record header  [_E5¢4¢804¢4¢5¢5¢4¢5¢Y)

Content | Major | Minor | Compressed hash (MAC_write secret | pad 2 |
: ; hash(MAC write_secret | pad_1 || seg_num |

SSLCompressed.type || SSLCompressed.length |

(2 2 (S5 5505059 SSLCompressed. fragment
0‘¢‘0:0:0:0}0:0.o’o’oxo:0:0:0:0:0:1::0:0}:0:0} P g )
055NN Block Ci i
ORISR KINHR KN ock Cipher Stream Cipher
NSRRI, ] - v Si : :
G H LI HRLHX XXX HAXHKLRRR Algorithm Key Size Algorithm Key Size
:0:0:0:9:0:0;9‘0 Plaintext AES 128,256 RC440 40
% IDEA 128 RC4-128 128
Q RC2-40 40
5 OIS
o 'o’o:0:0:o:0:¢:0:0:¢:ozot0:030:0:030:0:0:010:%0‘. DES-40 40
GGXERRRRRLXLANXAXLXRRRHXRHAS DES 56
e N
e et Nt e 3DES 168
2020 et N N 0 N et N N N
X XARHIIH A HICHOHNAA AKX AAA Fortezza 80

00 iy
RRRK MAC (0, 16, or 20 bytes) X0XXXX
$ 4000 . 10, VIES) BOOOCKS
010207000100 00.0.0.0.0.0.0.0.0.0.0.0.0.6.0.60 RCC - CSC




SSL Record Prototol H ayloaici

* SSL Record Protocol Payload
— Change Cipher Spec Protocol

I byte

Determina copierea starii in asteptare in starea
curenta, fapt ce determina actualizarea suitei
criptografice utilizata la nivelul conexiunii

(a) Change Cipher Spec Protocol

I byte 1 byie

— Alert Protocol Level | Alert

(b Alert Protoool

Transmite mesaje specifice SSL catre entitati,
mesajele sunt compresate si criptate, conform
specificatiilor starii curente

RCC - CSC 14



Message Type

Parameters

helle request
client helle

server hello
certificate
server_ key exchange
certificate request
saerver done
certificate wverify
client key exchange
finished

null

version, random, session id, cipher suite, compression method
version, random, session id, cipher suite, compression method
chain of X.509v3 certificates

parameters, signature

tvpe, authorities

null

signature

parameters, signature

hash value

RCC - CSC
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Etape

1. Stabilirea capacitatilor de
securitate, inclusiv versiunea
de protocol, ID-ul de
sesiune, suita criptografica,
metoda de compresie,
vectorul de initializare.

2. Serverul poate transmite
certificatul, face schimbul de
chei si solicita certificatul de
securitate

3. Clientul trimite certificat
la solicitare, face schimbul
de chei si poate trimite
verificarea certificatului

4. Se face schimbul de
mesaje criptate si se
finalizeaza protocolul

Time

Client

Server
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TLS - Transport Layer $

e TLS
— versiune standard SSL pentru Internet
— RFC 5246 - Proposed Internet Standard
— Foarte similar cu SSL v3
— SSLv3.0 nu mai este sigur (vulnerabilitatea POODLE)
— TLSv1.0 poate fi privit ca SSLv3.1

RCC - CSC 17



D hash(secret, seed)= HMAC hash(secret,A(l) | seed) |
HMAC hash(secret,A(2) | seed) |
HMAC hash(secret,A(3) || seed) | .

where A () is defined as

A(D) = seed Seed
A1) = HMAC hash(secret, A(i— 1))

Secret —= HMAC

Al

1
|| j=— Seed
w

Secret —=( HMAC Secret —=| HMAC

Ai2)

* Functia de -
expandare SN v IR v

A(3)

a datelor '

1 Seed

Secret —={ HMAC

Length = hash size -
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HTTPS (HTTP over SSL) - RFC 2818

— Combinatia dintre HTTP si SSL pentru implementarea
comunicatiilor securizate dintre clientii si serverele web

— Caracteristicile HTTPS sunt incluse Tn browser

— Folosirea depinde de server, daca suporta/activ HTTPS
— Diferente URL ( https:// vs. http://), port :443 vs. :80
— Diferenta Criptarea elementelor de comunicatie
* URL
e Continutul documentului web
e Continutul formelor web (completate de utilizator)
e Cookie-urile
e Continutul antetului HTTP
RCC - CSC 19



Conexiuni HITPS

* Nu exista diferente fundamentale in utilizarea HTTP cu SSL sau cu TLS (HTTPS)
* Initierea conexiunilor

— Clientul initiaza conexiunea catre server (este si client TLS)

— Cererea HTTP poate fi initializata dupa protocol de handshake TLS

— Toate datele HTTP sunt transmise ca si date TLS
* Tnchiderea conexiunilor

— Conexiunile HTTP pot fi inchise de client sau de server

— Pentru inchiderea HTTPS, trebui mai intai inchisa conexiunea TLS

— Clientii HTTPS trebuie sa faca fata situatiei in care conexiunea TCP este
terminata, fara incheierea protocolului de semnalizare
RCC - CSC 20



SSH - Secure Shell

e Secure Shell (SSH)

— Protocol pentru comunicatii securizate
— Facilitate de conectare la distanta (inlocuieste TELNET)

— Dispune de capabilitati generale client/server care pot fi
utilizate pentru diverse functii de retea

* transfer de fisiere,

* email,

* vpn,

e tunelare interfata grafica,
e etc.

RCC - CSC 21



Protocoale SSH

e Stiva de protocoale SSH
— Transport Layer Protocol

ofera autenticitatea serverului,
confidentialitatea si integritatea

datelor, optional compresie
— User Authentication Protocol

asigura autentificarea utilizatorilor

catre server
— Connection Protocol

multiplexeaza diferitele canale de
comunicatie logice la nivelul unei

singure conexiuni SSH

RCC - CSC

S5H User
Authentication Protocol

Authenticates the client-side
user o the server.

5SH

Connection Protocol
Multiplexes the encrvpied
tunnel inio several logical

channels.

S5H Transport Laver Protocol
Provides server authentication, confidentiality, and integrity.
It may optionally also provide compression.

oriented end-to-end delivery.

TCP

Transmission control protocol provides reliahle, connection-

multiple networks.

mw
Internet protocol provides datagram delivery across

22




Schimbul de pachete

 Mesajele specifice SSH T o S —
Transport Layer Protocol o SSH.protoverson sofivareversion
Mhﬂ-ﬂ;g S5H-protoversion-softwareversion

— Stabilirea conexiunii <

SSH_MSG_KEXINIT

* |dentificare Algorithm -

negotiation 55H_MSG_KEXINIT

* Negociere algoritm
— Schimbul de chei | Key Exchange

e Transferul de chei End of e

key exchange SSH MSG NEWKEYS

* Cererea de serviciu
Service 55H_ MBS SERVICE REQUEST
request

RCC - CSC 23



Pachetul SS

* Formatul pachetului SSH

7, fxf/}f/gff
S v
— Lungime biti de padding . .

— Continut efectiv (payload) @B [_1 r wac )

— MAC (Message Authentication
Code)

— Lungime pachet wat | [ okt [pa

55H Packet

pktl = packet length
pill = padding length

RCC - CSC 24



Cipher MAC alporithm
3des-cbc* Three-key 3DES in hmac-ghal® HMAC-5HAL: digest
CBC mosde length = key length =20
blowfish-che Blowfish in CBEC mode hmac-shal-96*+* | First 96 bits of HMAC-SHAT;
digest lenpth = 12;
key lenpth =20
twofizh256-cho Twolish in CBC mode hmac-mds HMAC-MD3; digest
with a 256-bit key length = key length =16
twofishl192-cbhe | Twolish with a 192-hit key hmac-md5-36 First 96 bits of HMAC-MDS;
digest length = 12;
key length =16
twofishl28-che Twolish with a 128-bit key
aealSé-cho AES in CBC mode with a i
256-bit key Compression algorithm
aesl82-che AES with a 192-bit key none* No compression
aeslli-cbo** AES with a 128-bit key zlib Defined in RFC 1950 and
RFC 1951

Serpentlbé-cho

Serpent in CBC mode
with a 256-bit key

Serpentl92-che

Serpent with a 192-hit key

SerpentlZf-che

Scrpent with a 128-bit key

arcfour R4 with a 128-bat key
castl128-cha CAST-128 in CBC mode
* = Reguired

¢ = Recommended

RCC - CSC




SSH User Authentication Pﬂ‘tocg

* Metode de autentificare solicitate de server
— Cu cheie publica
Depinde de algoritmul cu cheie publica folosit
— Cu parola

Clientul trimite un mesaje cu parola, criptata de SSH
Transport Layer Protocol

— Pa baza de host
Este autentificat un host (nu un utilizator)
(pentru toti utilizatorii pe care i-ar putea avea)

RCC - CSC 26



|  Establish Authenticated Transport Layer Connection |

* Mesaje specifice SSH

SSH_MSG_CHANNEL_OPEN
Open a -

—_ De SC h | d ere cana I channel SSH_MSG_CHANNEL_OPEN_CONFIRMATION

— Transfer de date SSHMSG_CHANNEL DATA

S5H_MSG_CHANNEL_DATA

— Inchidere canal -

]
Data

..{l L]
transfer
']
S5H_MSG_CHANNEL_DATA
L L SSH_MSG_CHANNEL DATA
Close a 55H_MSG CHANNEL CLOSE
channel o
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SSH Connection Prototol ﬂ

* Protocolul conexiune SSH
— ruleaza deasupra nivelului Transport SSH

— presupunand ca este deja utilizata o conexiune securizata de
autentificare, denumita tunel SSH

— multiplexeaza conexiunile logice la nivelul tunelului SSH
* Tipuri de canale

— Sesiune (executia la distanta a unui program, shell, aplicatie, comanda
sistem sau sub-shell)

— X11 (X Window System pentru aplicatii GUI)
— Forward tcp/ip (remote port forwarding,)
— Direct tcp/ip (local port forwarding,)

RCC - CSC 28



SSH Port forwarding

* Functia de redirectionare a portului
— Una dintre cele mai utile facilitati ale SSH

— Converteste orice conexiune TCP nesigura intr-o conexiune
securizata SSH

— SSH tunneling

— 2 tipuri de port forwarding

* Local - permite clientului sa creeze un proces de redirectare a unei
conexiuni prin intermediul unui tunel SSH

* Remote - clientul SSH al utilizatorului actioneaza in numele serverului,

cand se doreste utilizarea unui server din spatele unui firewall ce nu
permite conexiuni SSH

RCC - CSC
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Client

Server
]
: |
Client .
application Serve o
o~ 1
vr r 1
TCP Unsecure TCP connection TCP
entity ) " entity
(a) Connection via TCP
Client Server
application o
o~ 1
LE .y
Secure S5H tunnel
S5H *_k__,_
entity
L3
a by
TCP Unsecure TCP connection prp—
entity B - entity

* Schimb de pachete SSH RCC - CsC




. Securitatea comunicatiilor wireless

. Securitatea dispozitivelor mobile
. Retele wireless locale - IEEE 802.11
. Standardul de securitate wireless - 802.11i

RCC - CSC 31



Securitatea retelelor /]re}aﬁ

MMM i if,

— Canal de transmisiuni b A (U “‘Q;
e Comunicatii tip broadcast Endpoint Wireless medium Acosss peint
e Retele sunt mai vulnerabile decat protocoalele

— Mobilitate
* Dispozitivele wireless sunt adesea portabile

— Resurse

* Dispozitivele wireless au sisteme de operare sofisticate, dar au
resurse hardware limitate

— Accesibilitate

* Dispozitivele wireless pot fi amplasate in locuri nesupravegheate
RCC - CSC 32



Securitateairetelelo

 Amenintari de securitate
— Asocierea accidentala
— Asocierea premeditata
— Retele ad-hoc
— Retele netraditionale
— Furtul de identitate (MAC spoofing)
— Atac man-in-the-middle
— Atac tip Denial-of-service (DoS)
— Injectarea de pachete in retea

RCC - CSC 33



Securitateairetelelo

* Securizare transmisii wireless
— Tehnici de ascundere a semnalului

ascundere SSID, SSID codat, nivelului de semnal la minimul necesar,
antene directive

— Criptarea si protocoale de autentificare

* Securizare punct de distributie (Access Point - AP)
— Controlul accesului la nivel de port - IEEE 802.1X

* Securizare retele wireless
— Utilizare criptare (router)
— Folosire firewall/antivirus (toate punctele retelei)
— Schimbarea numelui de SSID/user/parola implicite
— Permiterea accesului in retea pe baza adresei MAC
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Securitatea dispozitiveloh rrﬂbue

e Factori determinanti
— Cresterea numarului de dispozitive
— Utilizarea aplicatiilor din cloud
— Imposibilitatea definirii stricte a perimetrelor retelelor

— Necesitatea permiterii accesului pentru echipamente externe
(parteneri, vizitatori, locatii la distanta)

 Politicile de securitate
— Trebuie implementate la nivel organizational
— Facilitati de securitate la nivelul dispozitivelor
— Controlul securitatii la nivelul componentelor de retea
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Securitatea dispozitiveloh rrﬂbue

 Amenintari de securitate
— Lipsa controlului de securitate la nivel fizic
— Utilizarea de dispozitive mobile nesigure
— Utilizarea de retele nesigure
— Folosirea de aplicatii de la producatori neidentificabili
— Interactiunea cu alte sisteme
— Accesarea de continut nesigur
— Utilizarea serviciilor de localizare

RCC - CSC 36



Mobile device is
configured with

security mechanisms and
parameters to conform to
organization security policy

Mobile device
configuration
server

Traffic is encrypted;
uses SSL or [Psec
VPN tunnel

Application/
database

Authentication/
_ | access control

Authentication
and access control
protocols used to
verify device and user
and establish limits
O ACCESS

Firewall limits
scope of data
and application
access

e Accesul dispozitivelormobile S




Securitatea dispozitiveloh rr‘o‘bﬂe

» Strategii de securitate

— Securizarea dispozitivelor
» Auto-lock, acces cu parola/PIN,
 Evitarea functiilor de auto-completare

— Securitatea traficului
* Mecanisme de criptare (SSL)
* Sisteme de autentificare (VPN)

— Securizarea limitelor de retea
 Mecanisme de protectie fata de accesul neutorizat
e Politici firewall
* Sisteme de detectie si prevenire a intruziunilor
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* Wi-Fi Alliance (Wireless Fidelity) ex. Wireless
Ethernet Compatibility Alliance (WECA),

 Terminologie standard IEEE 802.11

Access point (AP)

Basic service set (BSS)
Coordination function

Distribution system (DS)

Extended service set
(ESS)

MAC protocol data unit
(MPDL)

MAC service data unit
(MSDU)

Station

Any entity that has station functionality and provides access to the distribution
system via the wireless medium for associated stations.

A set of stations controlled by a single coordination function.

The logical function that determines when a station operating within a BSS is
permitted to transmit and may be able to receive PDUSs.

—

A system used to interconnect a set of BS5s and integrated LANSs to create
an ESS.

A set of one or more interconnected B53s and integrated LANs that appear as
asingle BSS to the LLC layer at any station associated with one of these BSSs.

The unit of data exchanged between two peer MAC entities using the services
of the physical layer.

Information that is delivered as a unit between MAC users.

Any device that contains an IEEE 802.11 conformant MAC and physical layer.
RCC - CSC



802.11b 802.11a 802.11g 802.11n 802.11ac 802.11ad
(1999) (1999) (2003) (2009) (2013€) (2012€)

2.16 GHz
80 MHz
(160 MHz
optional)
40 MHz
20 MHz 20 MHz 20 MHz
—— W

Up to
7 gbps

1 gbps

600 mbps :
Max throughput 11mbps S54mbps 54 mbps .
2.4 GHz

Spectrum bands 2.4 GHz

e Standard 802.11 RCC - CSC

60 GHz




Arhitectura

General IEEE 802 Specific IEEE 802.11

functions

functions

f\"L"\ (\*k""\

302.11

* Stiva de protocoale
e 802.11 vs. IEEE 802

* Format MPDU

Logical Link
Control

Medium Access
Control

Physical

/

Flow control
Error control

Assemhble data into frame

Addressing

Reliable data delivery

Error detection Wireless access control protocols
Medium access

Encoding/decoding of signals
Bit transmission/reception
Transmission medium

Frequency band definition
Wireless signal encoding

MAC Service Data Unit (MSDU) CRC

MAC Destination Source
Control | MAC Address MAC Address
~
MAC header

RCC - CSC
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MAC trailer
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\Yi[eYo[=)

Arhitectural 802.1

e Componente
retea 802.11

Distribution System

.
= *

— BSS . x;, |

’ AP1 N \
' Y \ ~ Basic Service

— AP “'! i = Set (BSS) | \
o Basic Service | Ill\ STA 1 % 1
' Set (BSS) \ ;

- : Dl v STAS,
\  STA2 e , ;S ’
\ . <N ' > ,

ESS i )
\x %‘} STA4 ;" \M“,_‘_ STA 6 STA7T
_--. -
IBf;j; \Hx STA 3 f/ _ L
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Servicil wireless

e 802.11 defineste 9 servicii
asigurate de o retea WLAN

— 3 pentru control

— 6 pentru sustinerea
comunicatiei

Service Provider Used to support
Association Distribution system MSDU delivery
Authentication Station LAN access and security
Deauthentication Station LAN access and security
Disassociation Distribution system MSDU delivery
Distribution Distribution system MSDU delivery
Integration Distribution system MSDU delivery
M5DU delivery Station MSDU delivery
Privacy Station LAN access and security
Reassociation Distribution system MSDU delivery

RCC - CSC
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Securitateairetelelo

e Standardul 802.11i
— Algoritmul WEP (Wired Equivalent Privacy )
— Standardul WPA (Wi-Fi Protected Access )

— Standard 802.11i - RSN (Robust Security Network) (WPA?2)
e Autentificare
e Controlul accesului
* Intimitate (criptare date la nivel MAC)

* Elemente 802.11i
— Servicii si protocoale
— Algoritmi criptografici
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ICii Si protocoale

° RS N Robust Security Network (RSN)
¢ Authentication Confidentiality, Data
-2 Access Conirol and Key ﬂngmﬁtrthe.nhmhu-n
,_3_"-' Generation and Integrity a.ml

- Replay Protection

= IEEE 802.1 Extensible
E Port-based Authentication TKIP | CCMP
= Access Control Protocol (EAP)
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L |

Algoritmi crip

ografici &

Robust Security Network (RSN)

E Integrity and Key
f St Data n.ng'ln Generation
X Authentication
E CCM NIST TKIP CCM
= | TKIF (AES- Key HMAC- | HMAC- (Michael| (AES- HMAC-] RFC
E | (rCH S5HA-1 MDS CHC- S5HA-1 1750
& CTR) | Wrap MIC) | a6
-
CHC-MAC = Cipher Block Chaining Message Authentication Code (MAC)
CCM = Counter Mode with Cipher Block Chaining Message Authentication Code
CCnpP = Counter Mode with Cipher Block Chaining MAC Protocol
TEIP = Temporal Key Integrity Protocol
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Operatiuni specifice

302.111
Etape 802.11i

End Station

1. Identificare | : |

2. Autentificare

3. Management chei Phase 2 - Authentication

4. Transfer date

5. Terminare conexiune | S —— I

| Phase 5 - Connection Termination |
T T
RCC - CSC 47




Etape de asociere
802.11i

* Detalii etape
— Identificare
(descoperire
capacitati)
— Autentificare
— Asociere

Station sends a request
to join network

Station sends a
request to perform
null authentication

Station sends a request to
associate with AP with

AP

Probe request

Probe response

Open system
authentication request

Open system
authentication response

Association request

&

AP sends possible
security parameter
(security capabilities set
per the security policy)

AP performs
null authentication

AP sends the associated
security parameters

security parameters | 4 oo e response
Station sets selected
security parameters
[s021X-controlled port blocked |
802.1X EAP request
802.1X EAP response

Access request
(EAP request)

Extensible Authentication Protocol Exchange |

Accept/EAP-success
key material

B02.1X EAP success

[ 802.1X-controlled port blocked

RCC - CSC
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|dentificarea

* Descoperirea capacitatilor de comunicatie

— Se stabilesc capabilitati de securitate (intre STA si AP )
e tehnicile de asigurare a confidentialitatii
— WEP (cheie 40/104biti), TKIP, CCMP
* metoda de autentificare, AKM (Authentication And Key Management)
— |EEE 802.1X, cheie secreta partajata
e abordarea privind administrarea cheilor criptografice

— Schimbul MPDU (MAC Protocol Data Unit)
* |dentificare resurse
e Autentificare

* Asociere
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Autentificarea

* Autentificare reciproca la nivel de sistem de distribuire DS intre STA si un AS
— Controlul accesului prin 802.1X
— Schimbul MPDU
* (Conectare catre AS - Schimbul EAP - Livrarea cheilor de securitate)

- AS genereaza cheie master — AAA (Authentication, Authorization, and Accounting)
- cheie care este trimisa catre STA
- cheile necesare STA pentru comunicatia cu AP sunt generate pe baza AAA

— Schimbul EAP (Extensible Authentication Protocol)
 EAPOL sau RADIUS.
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. 3 o————
Administrarea cheilor

* Cheia unica de comunicatie dintre STA si AP
— Cheie partajata (Pre-Shared Key — PSK)

— Cheie master (Master Session Key (MSK)

* Pairwise Master Key (PMK) derivata din cheia master Pairwise Transient
Key (PTK), generata din PMK, are 3 componente:
— EAP Over LAN (EAPOL) Key Confirmation Key (EAPOL-KCK) - cadrele de control
— EAPOL Key Encryption Key (EAPOL-KEK) - protectia cheilor
— Temporal Key (TK) - protectia efectiva a traficului utilizator

— Grupuri de chei (comunicatii multicast)
e group master key (GMK)
» group temporal key (GTK).
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Out-of-band path EAP method path
PSR AAAK or MSK

256 hits User-defined = 156 bits EAP
cryptoid authentication

Temend PME

No modification Pairwise master key
e Possible truncation 256 bits Following EAP authentication
mmmmm  PRF (pseudo random ar PSK

function) using

HMAC-SHA-1 PTK

Pairwise transient key

384 hits (CCMP) ﬁuring 4-way handshake

512 bits (TKI

KCE KEK

EAPOL key confirmation key EAPOL key encryption key Temporal key

128 bits "-‘\ 128 hits | #1218 bits (CCMP)
. ! - 226 hits (TEIF)

- - 1 s

. . : -
-y
GMEK (generated by AS) These keys are
components of the PTK
zroup master key I
I5% bils Changes perivdically

ar if compromised

GTK * |erarhie chei
Group temporal key %

A0 bits, 104 bits (WEF)
128 hits (CCMP) Changes hazed on
254 bits (TKIF policy dissociation,
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Abbrev-

Privacy Key

iation Name Description / Purpose Size (bits) Tvpe
AAA Key Authentication, Used to derive the PMK. Used = 156 Key generation
Accounting, and with the IEEE 802.1X authen- key, root key
Authorization Key tication and key management
approach. Same as MMSEK.
PSK Pre-shared Key Becomes the PMK in pre-shared 256 Key generation
key environments. key, root key
PMK Pairwise Master Key Used with other inputs to derive 256 Key generation
the PTK. key
CMEK Group Master Key Used with other inputs to derive 128 Key generation
the GTK. key
PTK Pair-wise Transient Derived from the PME. 512 (TKIP) Composite key
Key Comprises the EAPOL-KCK, 384 (CCMP)
EAPOL-KEK, and TK and (for
TKIP) the MIC key.
TK Temporal Key Used with TKIP or CCMP to pro- 256 (TKIP) Traffic key
vide confidentiality and integrity 128 (CCMP)
protection for unicast user traffic.
GTK Group Temporal Derived from the GMEK. Used 256 (TKIP) Traffic key
Key to provide confidentiality and 128 (CCMP)
integrity protection for multicast’ 40,104 (WEP)
broadcast user traffic.
MIC Key Message Integrity Used by TKIP's Michael MIC to fid Message
Code Key provide integrity protection of integrity key
Messages.
EAPOL- EAPOL-Key Used to provide integrity protec- 128 Message
KCK Confirmation Key tion for key material distributed integrity key
during the 4-Way Handshake.
EAPOL- EAPOL-Key Used to ensure the confidentiality 128 Traffic key / key
KEK Encryption Key of the GTK and other key mate- encryption key
rial in the 4-Way Handshake.
WEPFP Key Wired Equivalent Used with WEP. 40,104 Traffic key




5TA

| AP’s 802.1X-controlled port blocked |

Message 1
EAPOL-key (Anonce, Unicast)

Message 1 delivers a nonce to

the STA so that it can generate
Message 2 the PTK.

EAPOL-key (Snonce,

Message 2 delivers another nonce to the
AP so that it can also generate the
PTK. It demonstrates to the AP that

the STA is alive, ensures that the Unicast, MIC)
PTK is fresh (new) and that there is no
man-in-the-middle. Message 3
EAPOL-key (Install PTK,
Unicast, MIC) Message 3 demonstrates to

= the STA that the authenticator
Message 4 serves as an acknowledgment to M 4 is alive, ensures that the PTK is
Message 3. It serves no cryptographic . B fresh (new) and that there is no
function. This message also ensures the EAPOL-key (Unicast, MIC) o | man-in-the-middle.

reliable start of the group key handshake.

AP's B02.1%-controlled port
unblocked for unicast traffic

Message 1
Message 1 delivers a new GTK to
The STA decrypts the GTK EAPOL-key (GTE. MIC) | b "o The GTK is encrypted

and installs it for use. before it is sent and the entire
message is integrity protected.

Message 2

Message 2 is delivered to the EAPOL-key (MIC)

AP. This frame serves only as
an acknowledgment to the AP,

™| The AP installs the GTEK.
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Comunicatii securizat

* |EEE 802.11i defineste 2 scheme de protectie a datelor:

— TKIP (Temporal Key Integrity Protocol)

* Integritatea mesajelor (Message Integrity Code (MIC) — 64bit
adaugat in frame-ul MAC)

* Confidentialitatea datelor (criptare MPDU + MIC folosind RC4)

— CCMP (Counter Mode-CBC MAC Protocol).

* Integritatea mesajelor - folosind CBC-MAC (Cipher Block Chaining
Message Authentication Code)

» Confidentialitatea - folosind cifrul pe blocuri CTR (Counter) cu
criptare AES.
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Functii de criptare 802

e Pseudo-aleatoare

FPRF(K, A, B, Len)

K = asecret key
A = a text string specific to the application (e.g., nonce generation or pair-
wise key expansion)
e K ——= HMAC-SHA-1
B = some data specific to each case

Len = desired number of pseudorandom bits

PTK = PRF(PME, "Pairwise key expansion",min (AP-
Addr, STA-Addr) | max(AP-Addr, STA-Addr) | min
(Anonce, Snonce) || max (Anonce, Snonce) , 384) R = HMAC-SHA-UKA 0N B

RCC - CSC 56



